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Introduction
This guideline has been developed by the Right to Information and Privacy Unit to assist business units in taking adequate steps to manage privacy risks before, during and after a move.  
The Information Privacy Act 2009 (IP Act) imposes various information management obligations on the department, including taking steps to ensure that personal information we control is not lost, or subjected to unauthorised access or misuse.  

The process of a physical office move can pose significant privacy and security challenges.  It is essential that personal information that is to be moved (such as client or staff birth dates, marital status, or financial information) is packed, stored, transported, unpacked and re-filed using secure measures that protect privacy.  It may also be necessary to ensure that external contractors engaged to assist with any move are appropriately required to meet relevant privacy obligations.

Planning ahead and implementing adequate security measures can help to minimise the risk of an unintended or inadvertent disclosure of personal information during a move.

 Acknowledgement
This guideline is based on a 1997 discussion paper Moving Information: Privacy and Security Guidelines published by the Information and Privacy Commissioner, Ontario, Canada and available at:

http://www.ipc.on.ca/english/Resources/Discussion-Papers/Discussion-Papers-Summary/?id=300  

Before you move

Are you using an external moving contractor?

If yes, you should ensure that you enter a formal contract or agreement with all external suppliers hired for the purpose of moving records from one location to another.   If your records contain any personal information, it will be necessary to ensure that the contract or agreement complies with sections 36 and 37 of the IP Act.  These provisions oblige agencies to take reasonable steps to bind contracted service providers engaged to deal with personal information on an agency’s behalf to the Information Privacy Principles (IPPs), in the same way as if the agency was dealing with the personal information itself.  Generic model privacy clauses can be accessed at http://intranet.justice.govnet.qld.gov.au/divisions-and-branches/strategic-policy-legal-and-executive-services/rti-and-privacy/rti-and-privacy-publications.

If any special handling of files is required this must be made clear to removalist contractors at the time of the contract, and not left to be worked out on the day of your move.  This will avoid confusion, and help to prevent additional delay and expense.

Units should identify particularly sensitive records, files or information, and consider taking responsibility for moving these themselves.  
Will you be disposing of any records prior to the move?

Undertaking a move can provide an opportune time to identify and dispose of any surplus records that are no longer required.  Business units should ensure, however, that any disposal process complies with the department’s obligations under the Public Records Act 2002, and accompanying retention and disposal schedules. Shredding should take place in a secure location.  Ensure that you consult with the Document and Records Management unit for advice and assistance with document retention and disposal issues.
Where possible and practical, records identified for legitimate destruction should be disposed of by the business unit itself, by shredding and placing the waste in secure disposal bins.  If an external contractor is engaged to assist in this process, it will be necessary to ensure a contract or agreement complying with sections 36 and 37 of the IP Act is executed.  Information Standards – such as IS 40 – may apply, so early contact with the Document and Records Management unit is essential.
Will you be disposing of or leaving behind surplus or redundant office equipment?

As with hard copy records, on undertaking a move business units may dispose of or leave behind outdated, surplus or legacy office furnishings and equipment, including both physical and electronic devices.  Units should ensure that any relevant equipment is adequately inspected and purged of personal information prior to disposal.  

Physical equipment such as filing cabinets, drawers, desks, etc. should be thoroughly checked to ensure that all contents are removed.  This includes undertaking careful inspection of cavities and spaces within such equipment (such as behind the drawers in a filing cabinet).  

Electronic equipment, such as computer hard drives and storage media should be completely erased using an appropriate reformatting or erasure method.  You may wish to consult with Information Technology Services for assistance with this process.  Relevant devices should then be checked to ensure all personal and confidential information has been removed.

Have you appropriately packed and logged physical files and records to be moved?

Files and records intended to be moved to another location should be packed in appropriate boxes or packing cartons. 
Box contents should be logged or inventories reconciled when handed to movers or placed on a transport vehicle, and checked again at their intended destination. 

Take care when labelling packing boxes or crates.  Business units should ensure that cartons are marked anonymously, i.e. that they are not labelled with personal information such as client name or identifiers.  Any boxes or files that are labelled or marked with personal information should be anonymised, i.e. by wrapping in plain paper.

Boxes packed and awaiting transport should be stored securely until ready to move.  Control access to boxes, and do not leave boxes lying in hallways, corridors, open access or other unsecured areas.  
Have you logged electronic equipment and storage media?

Business units should consider preparing an inventory of all electronic equipment, storage media, and information stored on them (outside of corporate applications and centralised network drives).  Inventories can be used to check all equipment makes it to destination.

Have you planned for privacy?

Moving to new premises provides an ideal time to take privacy and information security considerations into account in planning the layout of your office.  The physical layout of an office plays a key role in ensuring personal information is kept secure and privacy breaches avoided.  A new office can provide a ‘clean slate’ in this regard, enabling sound physical privacy practices  - and general information security measures (such as those imposed by Information Standard 18) – to be embedded from the outset.  Key points to consider include:

· ensuring service counters have appropriate and adequate privacy measures – private interview rooms, security screens, sufficient distance between counter and waiting areas;
· ensuring staff workstations are located at an appropriate distance from any service counters or public access areas, so as to avoid inadvertent ‘overspill’ of telephone or officer-to-officer conversations;
· locating fax machines and document disposal facilities (shredders, waste bins) in secure areas; and

· considering appropriate locations for physical document storage facilities such as filing cabinets and compactus, including considering placing such receptacles in areas to which access can be limited to authorised staff with a genuine ‘need to know’ the information to be stored.

MOVING DAY
Are you keeping track?

Business units should know where files and records are at all times during a move.  It may be worthwhile to consider appointing a specific officer to monitor the moving process, for the purposes of reconciling all records and boxes against the inventory compiled during the preparatory phase.  

Best practice suggests conducting such reconciliation both at the point of loading files on transportation vehicles, and again when unloading.  This allows for early detection of any possible loss or misadventure, and consequent potential privacy breach.

Is the destination secure?

Records arriving at the new premises should be immediately secured.  This can sometimes be overlooked, particularly if moves are scheduled to occur over a weekend and external moving contractors are involved.  You may need to ensure that an authorised departmental officer is on hand to monitor unloading and to secure records.

If records are to be stored in a temporary location (for example, pending completion of a fit-out), business units must ensure that the interim location is adequately secure.

A fundamental aspect of any move to a new office is to ensure that your security – and thus privacy – basics are all in place, such as:

· appropriate office furniture including lockable drawers and filing cabinets (with keys readily accessible and to hand – very easy to lose or misplace!);
· computer hardware in place and network access, corporate applications and security measures operational; and

· electronic access passes are in place and functioning.

AFTER THE MOVE
Is everything accounted for?

Ensure all files and hardware holding personal information have made it to the destination, by reconciling the inventories compiled during the preparatory stage once the move is complete.

The next obvious step will be to get files and records unpacked as quickly as possible, and into adequate storage facilities such as filing cabinets or compactus.

Are service personnel present?

Often there will be service personnel such as building and maintenance contractors, or IT technicians present in new premises finalising fit-out, connections, etc. even after a move.  

Business units should act prudently to ensure that personal information cannot be accessed or seen by such personnel.  External contractors, for example, may need to be accompanied by an authorised staff member, or files and records temporarily but securely relocated until relevant work is complete.

Do your old policies still fit your new premises?

Take time to review any unit policies or rules relating to the management, storage and handling of information to ensure that they are still appropriate to your new physical premises.  Clean desk policies, for example, may need to be reviewed or implemented if you have moved to premises with greater potential for open or public access.  Other similar policies may be those relating to permitted access areas (which areas of the business unit space specific staff are authorised to access), and any local facsimile and document disposal policies or rules your business unit may have in place. 

What if things go wrong?

If the worst happens and personal information does go missing, is lost, stolen or otherwise subject to unauthorised access, you should immediately report the incident to the Director of the Right to Information and Privacy Unit on 3239 0323, providing a full account of the circumstances surrounding the incident.  
Steps will need to be taken including stopping any continuing security breach, and to consider whether individuals affected should be notified of the potential privacy breach.

CONCLUSION
It is to everyone’s benefit to ensure personal information is protected when moving between office locations – the business unit, the department and, most importantly, the individuals whose personal information we collect and manage.  Taking the time to plan and prepare for the movement of personal information can help to avoid potential risks, and minimise the possibility of a breach of the Information Privacy Act 2009 occurring.

REVIEW

The “Moving Office, Moving Information - Privacy Guideline” will be reviewed each year by the Right to Information and Privacy Unit to ensure its relevance and effectiveness.  
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